© DIGITAL DANGERS:
X 7 .

REAL-LIFE EXAMPLES OF HOW PREDATORS AND CRIMINALS ARE
MANIPULATING OUR YOUTH ONLINE

a virtual presentation by FBI Buffalo in collaboration with the FBI Buffalo Citizens Academy Alumni Association

FBI Buffalo thanks your organization for participating in Digital Dangers.
Here is a list of contact information and resources.

Emergency: 911
FBI: fhi.gov
FBI Internet Crime Complaint Center: ic3.gov

FBI Buffalo Community Outreach: BUFoutreach@fbi.gov

FBI Buffalo: 716-856-7800

FBI Safe Online Surfing: free teacher/parent/student resources geared towards teaching online safety to
students grades 3-8; also has resource tab with links to multiple online resources
e https://sos.fbi.gov/en/

FBI “How We Can Help You”: Parents, Caregivers, and Teachers
e https://www.fbi.gov/how-we-can-help-you/parents-and-caregivers-protecting-your-kids

FBI Sextortion Resources: teaches students in grades 3 to 8 how to navigate the web safely. The age-
appropriate lessons and games cover topics like cyberbullying, protecting personal information, recognizing
trustworthy and untrustworthy sites, and avoiding malware
e https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-
scams/sextortion/sextortion

FBI Financial Sextortion Press Release/Statistics
e https://www.fbi.gov/news/press-releases/sextortion-a-growing-threat-targeting-minors

National Center for Missing and Exploited Children (NCMEC) Take it Down: Helps minors remove online
nude, partially nude, or sexually explicit photos and videos from websites if they were taken before the child
was 18

e https://takeitdown.ncmec.org/

National Center for Missing and Exploited Children (NCMEC) NetSmartz: Free online resources on topics such
as sextortion, online enticement, cyberbullying, and gaming. This online resource provides free printables,
video resources, and presentations for parents and educators.

e https://www.missingkids.org/netsmartz/
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